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SUMMARY
One of the main challenges in building intrusion detection systems (IDSs) for mobile ad hoc networks
(MANETs) is to integrate mobility impacts and to adjust the behaviour of IDSs correspondingly. In this
paper, we ﬁrst introduce two diﬀerent approaches, a Markov chain-based approach and a Hotelling’s T 2
test based approach, to construct local IDSs for MANETs. We then demonstrate that nodes’ moving
speed, a commonly used parameter in tuning IDS performances, is not an eﬀective metric to tune IDS
performances under diﬀerent mobility models. To solve this problem, we further propose an adaptive
scheme, in which suitable normal proﬁles and corresponding proper thresholds can be selected adaptively
by each local IDS through periodically measuring its local link change rate, a proposed uniﬁed performance
metric. We study the proposed adaptive mechanism at diﬀerent mobility levels, using diﬀerent mobility
models such as random waypoint model, random drunken model, and obstacle mobility model. Simulation
results show that our proposed adaptive scheme is less dependent on the underlying mobility models and
can further reduce false positive ratio. Copyright # 2006 John Wiley & Sons, Ltd.
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1. INTRODUCTION
Global trustiness has become one of the fundamental assumptions in building mobile ad hoc
networks (MANETs). Nevertheless, this assumption is not always true in reality. MANETs are
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very vulnerable to malicious attacks compared to traditional wired networks, because of the
nature of MANETs such as open medium, low degree of physical security of mobile nodes,
dynamic topology, limited power supply, and absence of central management point [1]. As a
result, each node in MANETs should be prepared to work in a distributed environment with
less trust to peers.
Intrusion prevention measures, such as encryption and authentication, can be used in
MANETs to reduce intrusions, but cannot totally eliminate them. For example, a physically
captured node that carries the private keys may allow the defeat of the authentication
safeguards. A smart and determined attacker might ﬁnd some security holes to break into a
system no matter how many intrusion prevention measures are deployed. Hence, intrusion
detection systems (IDSs), serving as a second line of defense, are necessary for constructing
highly survivable networks.
One of the main diﬃculties in building MANET IDSs is how to consider mobility impacts
when we design detection engines. This is especially important because most dynamics in
MANETs are caused by mobility. MANET IDSs without properly considering mobility are
prone to a high false positive ratio, rendering the IDSs less eﬀective. Most previous work on
MANET IDSs adopts mobile speed or node pause time to capture the inﬂuence of mobility on
detection algorithms. However, we have observed that mobile speed alone is not an accurate
measurement metric. The extraction of a common feature among diﬀerent mobility models is
necessary for tuning system parameters in detection engines.
In this paper, utilizing the feature values extracted from MANET routing activities, we ﬁrst
apply two diﬀerent approaches, the Markov chain-based approach [2] and the Hotelling’s T 2
test based approach [3], to construct local IDSs for MANETs. Using Markov chain models at
diﬀerent orders to construct the normal proﬁles for MANET routing activities at diﬀerent
mobility levels, we can examine the eﬀectiveness of the ordering property of MANET routing
activities. A m-order Markov chain model assumes that the next event depends on the last m
events in the past. Using the Hotelling’s T 2 test to construct MANET routing normal proﬁles
that can detect both the mean shift, i.e. the deviation from the mean of extracted feature values,
and the counter-relationships, i.e. the deviation from the correlation of multivariate feature
values, we can examine the eﬀectiveness of the frequency-distribution, i.e. the occurrences of
multiple feature values in combination, of MANET routing activities.
One of the main challenges in building IDSs for MANETs is to integrate mobility impacts
and to adjust behaviours of IDSs correspondingly. Utilizing diﬀerent mobility models, the
random waypoint model [4], the random drunken model and the obstacle mobility model [5], we
ﬁrst demonstrate that nodes’ moving speed, a commonly used parameter in MANETs, is not
eﬀective in measuring the performance of MANET IDSs for diﬀerent applications. Nodes’
moving speed cannot reﬂect MANET dynamics accurately under diﬀerent mobility models.
Therefore, IDS measurements in terms of speed depend heavily on the underlying mobility
models. We then propose an eﬀective and uniﬁed measurement metric, link change rate, to
capture the common feature of diﬀerent mobility scenarios. We further propose an adaptive
scheme, in which suitable normal proﬁles and proper thresholds can be selected adaptively by
each local IDS agent through periodically measuring its local link change rate. By properly
selecting the trained detection engine at diﬀerent mobility scenarios, IDS performances can be
further improved. Utilizing the Markov chain-based anomaly detection model as an exemplary
MANET IDS, we demonstrate that our proposed adaptive mechanisms are less dependent on
the underlying mobility models and can further reduce the false positive ratio, which is one of
Copyright # 2006 John Wiley & Sons, Ltd.
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the main concerns when we deploy an anomaly-based IDS. Another contribution is that this
paper provides a comprehensive performance evaluation and analysis of MANET IDSs under
diﬀerent mobility models.
The rest of the paper is organized as follows. In Section 2, a brief introduction of wired IDSs
and wireless IDSs is presented. Section 3 presents the assumptions for this work. In Section 4,
we introduce a threat model and the previous work on building an anomaly-based IDS for
MANETs. In Section 5, we present the details of applying Hotelling’s T 2 test to MANET IDSs.
In Section 6, we propose a better and uniﬁed metric, Link Change Rate, and present adaptive
mechanisms that can be integrated into local IDS agents. Section 7 presents detailed simulation
results in terms of nodes’ moving speed and the link change rate. Furthermore, we compare the
performance of adaptive and non-adaptive MANET IDSs. Finally we conclude the paper in
Section 8.

2. INTRUSION DETECTION SYSTEMS
Intrusions are deﬁned as any set of actions that compromise conﬁdentiality, availability, and
integrity of a system. Intrusion detection is a security technology that attempts to identify
individuals who are trying to break into and misuse a system without authorization and those
who have legitimate access to the system but are abusing their privileges [6]. The system can be a
host computer, a network equipment, a ﬁrewall, a router, a corporate network, or any
information system being monitored by an IDS.
An IDS dynamically monitors a system and users’ actions in the system in order to detect
intrusions. Because an information system can suﬀer from various kinds of security
vulnerabilities, it is both technically diﬃcult and economically costly to build and maintain a
system which is not susceptible to attacks. Experience teaches us never to rely on a single
defensive technique. IDSs, by analysing the system and user operations in search of activity
undesirable and suspicious, can eﬀectively monitor and protect against threats.
Research on IDSs began with a report by Anderson [7] followed by Denning’s seminal paper
[8], which lays the foundation for most of the current intrusion detection techniques. Since then,
many research eﬀorts have been devoted to wired IDSs. Numerous detection techniques and
architecture for host machines and wired networks have been proposed. Readers can ﬁnd a
good taxonomy of wired IDSs in Reference [6].
With the rapid proliferation of wireless networks and mobile computing applications, new
vulnerabilities that do not exist in wired networks have appeared. Security poses serious
challenges in deploying wireless networks in reality. However, diﬀerences between wired and
wireless networks make traditional intrusion detection techniques inapplicable. IDSs for
wireless networks, emerging as a new research topic, aim to develop new architecture and
mechanisms to protect wireless networks. Next, we brieﬂy introduce the existing IDSs for wired
networks (Wired IDSs) and IDS for wireless networks (Wireless IDSs).
2.1. Wired intrusion detection systems
Extensive research eﬀorts have been devoted to wired IDSs, focusing mainly on network traﬃc
data and computer audit data. There are two general approaches to detecting intrusions:
misuse-based intrusion detection (also referred to as knowledge-based detection, or detection by
Copyright # 2006 John Wiley & Sons, Ltd.
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appearance) and anomaly-based intrusion detection (also referred to as behaviour-based
detection, or detection by behaviour). They are complementary to each other for intrusion
detections.
2.1.1. Misuse-based intrusion detection systems. Misuse-based IDSs operate based on a
database of known attack signatures and system vulnerabilities. When an IDS analyser
identiﬁes an activity matching a signature that is stored in the database, an alarm is triggered.
Advantages of misuse-based IDSs include low false alarm ratio, being eﬃcient and accurate in
detecting known intrusions. Furthermore, triggered alarms are meaningful because attack
signatures contain diagnostic information about the causes of the alarms. Disadvantages include
that attack signature databases and system vulnerabilities need to be kept up-to-date. This is a
tedious task because new attacks and system vulnerabilities are detected on a daily basis.
Careful analysis of vulnerabilities is also time-consuming. Misuse-based IDSs also face the
generalization issues because most of knowledge of attacks is focused on diﬀerent versions of
operating systems and applications.
There are several techniques in constructing misuse-based IDSs, diﬀering in both
representation and matching algorithms employed to detect intrusions, e.g. Expert Systems,
Pattern Recognition, Colored Petri Nets, and State Transition Analysis, etc.
2.1.2. Anomaly-based intrusion detection systems. Anomaly-based IDSs assume that an
intrusion can be detected by observing a deviation from normal or expected behaviours of
the system or users. Normalcy is deﬁned by the previously observed subject behaviour, which is
usually created during a training phase. The normal proﬁle is later compared with the current
activity. If a deviation is observed, IDSs ﬂag the unusual activity and generate an alarm. The
advantages of anomaly-based IDSs include that they might be able to detect all attacks, i.e. they
can detect attempts that try to exploit new and unforeseen vulnerabilities. They are also less
system dependent. Disadvantages include that they may have a very high false alarm ratio and
are more diﬃcult to conﬁgure because a comprehensive knowledge of the expected system
behaviour is required. They usually require a periodic online learning process in order to build
the up-to-date normal behaviour proﬁle. Anomaly-based detection approach is more diﬃcult to
implement than misuse-based detection approach, and it has only recently gained strong
commercial support.
Several anomaly-based detection techniques exist and diﬀer in the representation of a normal
proﬁle and the inference of a deviation from the normal proﬁle. The main techniques used in
anomaly-based IDSs include Statistics, Neural networks, Immunology, Expert Systems, etc.
Besides misuse-based detection and anomaly-based detection, there is a new class of detection
algorithm: speciﬁcation-based detection techniques [9]. It combines the advantages of misusebased detection and anomaly-based detection techniques by detecting attacks as deviations from
a normal proﬁle. Their approaches are based on manually developed speciﬁcations, thus
avoiding a high rate of false alarms. However, the development of detailed speciﬁcations can be
time-consuming.
2.2. Wireless intrusion detection systems
Relatively few research eﬀorts have been devoted to wireless IDSs. In Reference [10], Kachirski
et al. proposed a distributed IDS for ad hoc wireless networks based on mobile agent
Copyright # 2006 John Wiley & Sons, Ltd.
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technology. In Reference [11], Samfat et al. proposed an intrusion detection architecture for
mobile networks (IDAMN). Its main functionality is to track and detect mobile intruders in real
time. IDAMN includes two algorithms that model behaviours of users in terms of both
telephony activities and migration patterns. In Reference [12], a routing misbehaviour in mobile
ad hoc networks is identiﬁed: a node may misbehave by agreeing to forward packets and then
failing to do so, because it is overloaded, selﬁsh, malicious, or broken. The authors proposed to
install extra facilities, watchdog and pathrater, to identify routing misbehaviour in MANETs.
Zhang et al. proposed a general intrusion detection and intrusion response architecture for
MANETs in Reference [1]. An agent is attached to each mobile node, and each node in the
network participates in the intrusion detection and response. A majority-based distributed
intrusion detection approach is proposed to facilitate the cooperation of neighbouring nodes, in
that the intrusions will be detected with strong evidence unless the majority of the nodes are
compromised. In Reference [13], a data mining method that performs the cross-feature analysis
to capture the interfeature correlation patterns of MANET normal traﬃc is introduced to
construct the normal proﬁle. They focused on techniques for automatically constructing
anomaly-based detection methods that are capable of detecting new attacks. In Reference [14],
Huang et al. investigated how to improve the anomaly-based detection approach to provide
more details on attack types and sources. In Reference [2], Sun et al. proposed a Markov chainbased anomaly detection algorithm for MANETs. However, most of the previous work uses the
nodes’ moving speed or pause time to tune IDS performances and consider only one speciﬁc
mobility model.

3. FUNDAMENTAL ASSUMPTIONS
In the context of intrusion detection, we assume that normal and abnormal behaviours have
distinct manifestations. This is the essential assumption that all anomaly-based detection
systems are based on Reference [8]. Without such an assumption, anomaly-based intrusion
detection will be impossible. It has been demonstrated via simulation in previous work [1, 13]
that routing tables do exhibit diﬀerent behaviours under attacks.
We assume that the local IDS agents are secure. Security of IDS agents presents another
challenge for MANETs and is beyond the scope of this paper. Most of research in IDSs
[1, 11, 13, 14] has to rely on this assumption to separate problem domains, and the assumption
permits us to focus on one speciﬁc problem at a time. The same strategy has been used broadly
in location-based routing protocols for ad hoc networks, where the availability of localization
and location management are usually taken as granted, even if the localization and location
management actually pose a much more challenging task for ad hoc networks [15].

4. BACKGROUND
4.1. Threat model
Since routing protocols provide one of the core functionalities for MANETs, this research will
focus on detection of attacks targeted at MANET routing protocols, more speciﬁcally, on
detecting one kind of the most important active attacks: routing disruption attacks described in
Copyright # 2006 John Wiley & Sons, Ltd.
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the next subsection. Routing disruption attacks are particularly harmful to the whole network.
It is deemed as one kind of the most vicious attacks and has been studied broadly by other
researchers. In this section, we use the dynamic source routing (DSR) protocol [16] as the
exemplary routing protocol to demonstrate behaviours of the routing disruption attacks. Our
technique can be easily applied to other places.
4.1.1. Basic operations of DSR. DSR uses the source routing approach to forward packets, i.e.
every data packet carries the whole path information in its header. Before a source node sends
data packets, it must know the total path to the destination. Otherwise, it will initiate a route
discovery procedure by ﬂooding a route request (RREQ) message. The RREQ message carries a
sequence of hops which it passes through in the message header. Nodes that have received the
RREQ message broadcast it, but not again for the same message. Once an RREQ message
reaches the destination node, the destination node replies with a route reply (RREP) packet to
the source. The RREP packet carries the path information obtained from the RREQ packet.
When the RREP packet traverses backward to the source, the source and all traversed nodes
know the route to the destination. Each node uses a route cache to record complete routes to
desired destinations. Route failure is detected by the failure of message transmissions. Such a
failure initiates a route error message to the source. When the source and the intermediate nodes
receive the error message, they erase all the paths that use the broken link from their route
cache.
4.1.2. Routing disruption attack. Figure 1 illustrates one example of the routing disruption
attack. In Figure 1, node 1 is compromised by an attacker. In order to eﬀectively disrupt the
routing logic, it actively sends falsiﬁed routing reply (RREP) packets into the network. Because
of the source routing nature of DSR, the randomly constructed RREP needs to contain a valid
path 1 ! 5 ! 3 to guarantee the delivery of the RREP. There are many ways for the attacker to
get this path. For example, node 1 could initiate a route discovery ﬁrst, and wait for the path
contained in the reply message. The attacker could then add a randomly constructed path, for
example f2; 7; 9g; and form a RREP f2; 7; 9; 1; 5; 3g: Because of the wireless broadcast nature,
there may exist many victims during the unicast of this faked RREP. In this example, the victims
include node f2; 4; 7; 8g:
One signiﬁcant characteristic of the routing disruption attack in MANETs is the ‘partial
victim’ phenomenon. Because of arbitrary movements of nodes, link breakage is quite often.
7
3
5
8

Falsified RREP
4

6

Attacker: 1
Victims: 2, 3, 4, 7, 8
Attacker Objective: 3

1
2

Figure 1. An example of the routing disruption attack.
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Figure 2. Diagram of an IDS agent.

Therefore, it is diﬃcult to target a node all the times. For example, movements of nodes lead to
the breakage of link 5 ! 3: This enables node 3 free of the impact of falsiﬁed routing packets.
This phenomenon becomes more intense with the increase of the mobility.

4.2. Markov chain-based anomaly detection in MANETs
In this section, we brieﬂy introduce a Markov chain-based anomaly detection system for
MANETs. For the details, please refer to our previous work in Reference [2]. In the system, each
node includes a local IDS agent. The internal structure of the IDS agent is shown in Figure 2.
The data collection module is mainly responsible for collecting security related data from
various audit sources and preprocesses them to the input format required by detection engines.
The detection engine then uses the data to perform intrusion detection tasks locally. We
construct a Markov chain-based anomaly detection algorithm as the local detection model [2].
The local aggregation and correlation engine (LACE) locally aggregates and correlates detection
results from diﬀerent detection engines in the IDS agent. The functionality of global aggregation
and correlation engine (GACE) is to aggregate and correlate the alert information from a wider
area in order to make a better decision. The functionality of the intrusion response module is to
handle the generated alarms.
We have implemented a Markov chain-based anomaly detection approach for MANET
IDSs. Speciﬁcally, we construct a Markov chain from the discretized routing table changes.
Using the immediate previous w consecutive events (the routing table changes), also called the
from state, we can predict the transition probability of the next state, to state. This transition
probability is then used to calculate the distance and classify the observed activities.
Copyright # 2006 John Wiley & Sons, Ltd.
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The work in Reference [2] also shows that the classiﬁer constructed using PCH (percentage of
the change in number of hops) performs better than the classiﬁer constructed using PCR
(percentage of the change in route entries). Therefore, in Section 6, we use the classiﬁer
constructed using PCH as the local detection engine and compare its performance under
diﬀerent mobility models.

5. HOTELLING’S T 2 TEST BASED INTRUSION DETECTION
Markov chain-based approach examines the ordering property of the routing activities.
Intrusion detection research in wired networks has demonstrated that the frequency distribution
of audit events may also have impacts on the IDS performance [17]. Therefore, in this section,
we apply the Hotelling’s T 2 test to MANET IDSs and examine the eﬀectiveness of frequency
distribution of PCH and PCR.
Hotelling’s T 2 test [3] is one of the most important multivariate process-monitoring and
control procedures to detect anomalies in a process. In the following, we present the basic
principle of the Hotelling’s T 2 test and its application to MANET IDSs. For the purpose of
presentation, bold variables are used to denote vectors or matrixes.
5.1. Hotelling’s T 2 test
We treat the MANET routing table changes of each node as a process. Means and covariances
are two important parameters that can be used to characterize the properties of a process.
We denote the expectation of a random variable x by EðxÞ: Suppose that we use p
random variables, x1 ; x2 ; . . . ; xp ; to represent the measurements on p characteristics of the
MANET routing process. Suppose that the expectations of these p variables are
Eðx1 Þ; Eðx2 Þ; . . . ; Eðxp Þ; respectively. We then deﬁne the mean of this
P process as
l ¼ EðxÞ ¼ ½Eðx1 Þ; Eðx2 Þ; . . . ;Eðxp Þ0 ¼ ½m1 ; m2 ; . . . ; mp 0 : The covariance matrix
of this process
is then deﬁned as
3
2
ðx1  m1 Þ2
ðx1  m1 Þðx2  m2 Þ . . . ðx1  m1 Þðxp  mp Þ
7
6
6 ðx  m Þðx  m Þ
ðx2  m2 Þ2
. . . ðx2  m2 Þðxp  mp Þ 7
7
6 2
1
2
1
7
6
ð1Þ
7
6
..
..
..
..
7
6
7
6
.
.
.
.
5
4
ðxp  mp Þðx1  m1 Þ ðxp  mp Þðx2  m2 Þ . . .
ðxp  mp Þ2
Let x ¼ ½x1 ; x2 ; . . . ; xp 0 ; a p-component vector, denote an observation of p variables from the
MANET routing process at time t: Then given this observation x; the Hotelling’s T 2 statistic is
computed as
T 2 ¼ ðx  lÞ0

1
X

ðx  lÞ

ð2Þ

The value T 2 indicates the deviation of the observation x from the in-controlled population.
The larger the value T 2 ; the larger the deviation of the observation x from the in-controlled
population is. From Equation (2), we can see that statistic T 2 can be used to detect both the
Copyright # 2006 John Wiley & Sons, Ltd.
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mean shift throughP
ðx  lÞ and the counter-relationships of multivariate variables through the
covariance matrix
:
P
In practice, however, it is diﬃcult to obtain l andP : Therefore, we use the sample mean x
and sample covariance matrix S to estimate l and ; respectively.
Given a data sample of n observations x1 ; x1 ; . . . ; xn ; where xi ¼ ½xi1P
; xi2 ; . . . ; xip 0 ; 14i4n:
0
The sample mean can be computed as x ¼ ½x1 ; x2 ; . . . ; xp  ; where xi ¼ 1n nj¼1 xji ; 14i4p [3].
The sample covariance matrix S of these p variables can be computed as
n
1 X
S¼
ðxi  xÞðxi  xÞ0
n  1 i¼1
P
Replacing l with x and
with S in Equation (2), we can use Equation (3) to compute the
sample T 2 as
T 2 ¼ ðx  xÞ0 S1 ðx  xÞ

ð3Þ

5.2. Applying Hotelling’s T 2 test to MANET IDSs
Hotelling’s T 2 test provides a complete data model of the multivariate data x and it can indicate
the deviation of the subject activities. The value T 2 depends on the frequency-distribution of the
vectors (observations). When we have a new observation x; we use Equation (3) to compute its
T 2 value. If the distance between the computed T 2 and T 2 ; d ¼ jT 2  T 2 j; is larger than a
threshold d; a signal is raised on x: Otherwise, x is regarded as normal.
We have used the Markov chain-based approach to identify that both PCR and PCH are
eﬀective features that can be used to characterize the routing activities of MANETs [2].
Therefore, we use PCR and PCH to form a two-dimensional vector to represent each
observation, i.e. x ¼ ½PCR; PCH: Utilizing T 2 ; we test whether a new observation
x ¼ ½PCR; PCH follows the trained normal proﬁle. Because the random waypoint model [4]
is the most commonly used mobility model, we adopt it as our mobility model to carry out
simulations.
Speciﬁcally, using the same simulation setting as in [2], we collect the training data and test
data at diﬀerent mobility levels. For the training data at one mobility level, we use the training
data to compute the sample mean x; the sample covariance matrix S; and sample T 2 : We further
compute the standard deviation of T 2 ; denoted as s:
Under the same simulation setting, we further collect a set of test data (including normal data
and attack data) to test the performance. Simulation results and discussions are presented in the
following section.
5.3. Simulation results and discussions
5.3.1. Data sets. We use a simulation model based on GloMoSim [18] to evaluate the
performance of our MANET IDSs using diﬀerent metrics. The channel capacity of mobile hosts
is set to 2 Mbps: We use the distributed co-ordination function (DCF) of IEEE 802.11 for
wireless LANs as the MAC layer protocol. In the simulation of all three mobility models, 30
mobile nodes move in a rectangular region of 1000  500 m2 : Eight source-destination pairs are
selected randomly to generate constant bit rate (CBR) traﬃc. The interval time for data
transmission is 0:25 s: The size of all data packets is set to 512 bytes. When we simulate a routing
disruption attack, the attacker is chosen from the 30 nodes randomly.
Copyright # 2006 John Wiley & Sons, Ltd.
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We adopt the random waypoint model and set the pause time to 0S. We use diﬀerent
(minimum speed, maximum speed) pairs to represent diﬀerent mobility scenarios. Speed is then
deﬁned as the average of the minimum speed and maximum speed. At each mobility level, we run
the simulation 100 min in order to get the normal data, and collect the normal data from all
nodes to generate a normal data trace. For each data trace, we collect (PCR and PCH) feature
values every 3 s after a warm-up period of 300 s: We use a diﬀerent random seed to further
generate a collection of test data.
Based on GloMoSim, we simulate the routing disruption attack scenarios, as described in
Section 4.1.2. To obtain data of intrusive behaviours, under the same mobility scenario, we run
the simulation 10 min: For each run, we let the attack script start at 400 s; and each attack
lasts 60 s:
5.3.2. Simulation results. We ﬁrst present the concept signal rate before we discuss the
simulation results.
Deﬁnition: Signal rate is measured over a set of observations. Suppose that there are j
measured observations, and i of them raise signals, signal rate is deﬁned as i=j:
We measure the signal rate over both the normal data and attack data. The threshold d
should be tuned to consider the trade-oﬀ between the signal rate of both normal data and attack
data. A too small d leads to a high signal rate from the normal data. A too large d; on the other
hand, leads to a small signal rate from the attack data. We set d to s; 2s; and 3s; respectively,
and measure the corresponding signal rates. Based on our simulation, we ﬁnd that a large d
tends to lead to a small detection rate. This is because the attack session may be intermitted with
the normal activities. If we use a large d; this will signiﬁcantly lower the signal rate of the
attack data and makes it hard to distinguish normal sessions from attack sessions. Therefore, we
set d ¼ s:
Figure 3 illustrates the average computed T 2 over the collected attack and test data at
diﬀerent mobility levels. We observe that the computed T 2 values of normal data are, on the
average, smaller than that of the attack data. Note that the smaller the T 2 ; the closer the
observation is to the normal proﬁle. We also observe that with the increase of the mobility, i.e.
the increase of the moving speed, the diﬀerence between normal data’s T 2 and attack data’s T 2
becomes smaller. Actually, when the mobility level is high enough, e.g. with an speed of

45
Normal Data
Attack Data

40
35

T2

30
25
20
15
10
5
0

0

5

10
15
Speed (m/s)
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Figure 3. T 2 of test data.
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Figure 4. Average signal rate.

22:5 m=s; there is little diﬀerence between normal data’s T 2 and attack data’s T 2 : This is because
when the mobility is high, there are more dynamics in the normal routing activities. This makes
much normal yet unexpected activities appear abnormal in the normal data. Therefore, it is
diﬃcult to distinguish normal data from attack data when the mobility level is high.
Figure 4 illustrates the average signal rate over normal data and attack data at
diﬀerent mobility levels. For one attack session, we should not expect a 100% signal rate.
This is because attack activities often involve some normal behaviours. This is especially true in
MANETs because of mobility-induced errors. However, when the mobility is low, the overall
behaviour of attack activities is statistically diﬀerent from those of the normal activities, as we
observe from Figure 4. Therefore, when the mobility level is low, we can use the signal rate to
distinguish the normal data from the attack data. Again, this distinction is not eﬀective with a
high mobility level, when the signal rate diﬀerence between the normal data and attack data is
small.
Note that we cannot directly use the T 2 value to distinguish normal data from attack data.
Otherwise, this leads to a very low alarm detection rate, as we can see from Figure 4.
Based on Figure 4, we can use a proper detection rate d to distinguish normal sessions from
attack sessions. In other words, if the actual signal rate is smaller than d; then the activities are
normal. Otherwise, the activities belong to attack sessions. At a given mobility level, suppose
that the average signal rate of the normal data and attack data are sn and sa ; respectively, then a
suitable d can be set to ðsn þ sa Þ=2:
5.4. Discussion
Markov chain-based approach examines the eﬀectiveness of the ordering property. The
discretized feature values give a time-series representation of MANET routing activities.
Normal proﬁles based on Markov chains can examine the probability of the next feature value
based on previous several values. Hotelling’s T 2 test examines the eﬀectiveness of the frequency
property of MANET routing activities. Based on the occurrence frequency of the extracted
feature values, Hotelling’s T 2 test can monitor both the mean vector of the routing activities and
the correlations among the observed variables.
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It can be demonstrated that both the ordering property and the frequency distribution of
routing activities are useful in distinguishing normal activities from malicious activities. Also, a
single observation at a given time is not enough to make a correct decision.
However, both approaches are not eﬀective when the mobility is high. So, cooperative IDSs
are necessary in order to provide more practical MANET IDS schemes. This can eﬀectively
suppress more false positives, as we have demonstrated in Reference [19].
In the following sections, we further consider the performance of IDSs under diﬀerent
mobility models. Speciﬁcally, we use the Markov chain-based IDS as the local IDS to propose a
general mobility-independent MANET IDS scheme.

6. ADAPTIVE IDSS
6.1. Diﬀerent mobility models
Three mobility models, the random waypoint (RW) model [4], the random drunken (RD)
model, and the obstacle mobility (OM) model [5], are adopted in this paper.
RW model is adopted because it is one of the most widely used mobility models. There exist
many research eﬀorts whose simulations are based on the RW model. In the RW model, each
node randomly selects a destination in the simulated area and a speed from a uniform
distribution of speciﬁed speeds. The node then travels to its selected destination at the selected
speed. Once arriving at the destination, it is stationary for a given pause time. After that, the
node resumes its movement to a newly selected destination with a newly selected speed.
The reason that we adopt the RD model is because it contrasts sharply with the RW model.
The comparison of IDS performances based on these two models can clearly demonstrate that
speed alone is not a good metric in IDS tuning. In the RD model, each node moves
independently with the same average speed. Each node moves continuously within the region
without pausing at any location. It changes direction after every unit of distance. Although the
RD model is not likely valid in a realistic application, it can provide us with the knowledge of
IDS performances in an environment where nodes change directions very quickly but links stay
relatively stable [20].
Besides the RW and RD model, we further adopt the OM model because it is a more realistic
movement model through the incorporation of realistic obstacles and movement paths. Most of
the existing mobility models, such as the RW model and the RD model, do not take into
consideration obstacles, so that their movement patterns are not necessarily comparable to real
world movement. The OM model is constructed to model the movement of mobile nodes in
terrains that resemble real world topographies. It is a more realistic movement model since the
objects model buildings and other structures that provide a barrier to both movements of mobile
nodes, as well as wireless transmission of these nodes. Arbitrarily complex polygonal shapes are
used to specify the obstacles (buildings). Each polygonal shape is speciﬁed as an ordered
sequence of its vertices (corners), where each vertex is deﬁned by its co-ordinates. Voronoi
Diagram [21] of the obstacle corners are used as the movement graph. In the OM model, nodes
move along paths that are deﬁned by the edges of the Voronoi diagram between the set of
objects. Transmission behaviour in the OM model is inﬂuenced by the presence of objects.
Objects are assumed substantial enough to prevent the passage of transmissions through their
walls.
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6.2. A better metric
6.2.1. Speed is not an accurate metric. Nodes’ moving speed is one of the most commonly used
metrics in measuring the performance of MANETs. It is very obvious that speed could be used
to reﬂect MANET dynamics. The larger the moving speed, the more dynamic MANETs are.
However, nodes’ moving speed does not take into consideration the relative movement of nodes.
Consider a group of nodes moving at the same speed along the same direction. Even if they
move at a very high speed, there are few incurred network dynamics because this leads to little
relative movements among this group of nodes. Because of this, there are few triggered routing
table changes. Therefore, IDSs based on the speed alone could demonstrate diﬀerent behaviours
at the same mobility level under diﬀerent mobility models. This is further illustrated in
Section 7.3.
6.2.2. Link change rate. Our research motivation is to ﬁnd a uniﬁed metric which is less
dependent on mobility models and can be used to adjust the MANET IDS performance.
Because routing table changes are more directly impacted by link changes, we measure the link
change rate of diﬀerent mobility models and use it as a uniﬁed metric.
Two nodes are called neighbours if they can communicate with each other directly. For a
given node a; at time t1 ; its neighbour set (all those neighbours of node a) is denoted as N1 ; at
time t2 ðt2 > t1 Þ; its neighbour set is denoted as N2 : Because of mobility, N1 and N2 can be two
diﬀerent sets. Furthermore, the greater the mobility, the greater the diﬀerence between N1 and
N2 can be.
We deﬁne the link change rate (lcr) as
lcr ¼ ðjN2  N1 j þ jN1  N2 jÞ=jt2  t1 j
jN2  N1 j means the number of new neighbours during the interval ðt2  t1 Þ; and jN1  N2 j
means the number of neighbours that move away during the interval ðt2  t1 Þ: jN2  N1 j and
jN1  N2 j represent the number of changed neighbours during the time interval ðt2  t1 Þ:
Let’s use one example to illustrate the concept of the link change rate. Suppose that for node
22; its neighbour set at time t1 ¼ 12 s is f1; 2; 10; 15; 18g; its neighbour set at time t2 ¼ ðt1 þ 3Þ s
is f1; 2; 10; 16; 20; 28g: Then jN2 N1 j ¼ 3 because of the newly increased neighbours f16; 20; 28g;
and jN1  N2 j ¼ 2 because of the newly decreased neighbours f15; 18g: lcr is ð3 þ 2Þ=3 ¼ 1:667:
Also, we can see that link change rate can be locally collected by each node.
The IDS performance in terms of the link change rate over diﬀerent mobility models is
illustrated in Section 7.4.
6.3. Adaptive mechanisms
The fact that the link change rate can be used to reﬂect MANET dynamics and it is less
dependent on mobility models motivates us to investigate adaptive mechanisms that utilize the
link change rate as a security feature and integrate it into our IDS model. For an eﬀective
anomaly-based IDS, an important requirement is that the constructed proﬁles are better to be
adaptive. Adaptive proﬁles can account for normal network changes to reduce raising false
alarms. This is especially important in MANETs given their dynamic environments, where
diﬀerent mobility levels will need diﬀerent normal proﬁles.
We introduce adaptive mechanisms into our systems by adjusting the probability transition
matrix characterized by the Markov chain and the detection threshold through learning its
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Figure 5. Adaptive mechanism.

environments locally. In our adaptive mechanism, each node measures its link change rate
periodically. Based on the measured link change rate in the recent history, each local IDS can
adjust the parameter settings of the Markov chain and the detection threshold. MANET IDSs
at diﬀerent mobility scenarios need diﬀerent proﬁles and diﬀerent thresholds. The link change
rate can provide a uniﬁed metric and it is less dependent on diﬀerent mobility models. In this
respect, it can be used to adjust the behaviour of IDSs.
We take the following procedures to construct our adaptive MANET IDS, as illustrated in
Figure 5:
*

*

Oﬄine training: Using diﬀerent mobility models, we ﬁrst identify diﬀerent mobility levels
and compute their corresponding average link change rate. At each speciﬁc link change
rate, we collect the routing activities in terms of PCH. Following the existing oﬄine
training approach to construct the classiﬁer [2], we compute the codebooks (the output of
the LBG algorithm [22] used to discretize the raw continuous data), Markov Chains,
detection thresholds, etc., as the normal proﬁle at diﬀerent mobility levels.
Online selection: The data collection module of each IDS agent periodically collects its local
link change information and computes its link change rate over the recent history, denoted
as LCRrecent : It is normal that a node could change its mobility level over time. LCRrecent
reﬂects the recent local dynamics for this speciﬁc node. PCH is also periodically measured
over the recent history, as speciﬁed in Reference [2]. Based on LCRrecent ; the data
preprocess module selects the corresponding codebook whose link change rate has the
smallest Euclidean distance to LCRrecent : Using this codebook, raw data (i.e. PCH) are
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discretized using the LBG algorithm. LCRrecent is then reported to detection engines, which
can select the normal proﬁle whose link change rate has the smallest Euclidean distance to
LCRrecent : After the normal proﬁle is selected, the intrusion detection process can start. For
a summary of the detailed process, please refer to Reference [23].
Because of the existence of obstacles and ﬁxed paths in the OM model, links may have abrupt
changes compared to those in the RW model and the RD model. For example, when a node
turns around a corner, old links may be blocked and a lot of new links may be found. In this
way, the link change rate could change abruptly. Therefore, a mechanism is needed to
accommodate this abrupt change. Thus, for the OM model, we add a training data preprocess to
oﬄine generate its classiﬁer.
The main functionality of the training data preprocess is to split the original training data set
into a new set of training data, with each set corresponding to one calculated link change rate.
Given the originally collected training data sets, we ﬁrst compute its average link change rate at
each mobility level, denoted as lcravg i ; where i is the corresponding mobility level. For each
speciﬁc training data set at mobility level i; we break it based on the Euclidean distance of its
recent link change rate to lcravg i : That is, we add the block of raw training data set (the link
change rate of this block of training data set has the smallest Euclidean distance to the selected
lcravg i ) to the newly formed training data set corresponding to mobility level lcravg i in sequence.
For a detailed training data preprocess for the OM model, please refer to Reference [23].
Existing research work could be used to help measuring the link change rate. For example, in
Reference [24], a link expiration scheme is proposed to help improving the performance of
various routing protocols.

7. PERFORMANCE EVALUATION
7.1. Simulation platform and parameter settings
Our simulation is still based on GloMoSim [18]. Except the mobility models, we use the same
simulation setting as in Section 5.3.1. Here we just list the details about how to set up the
mobility models.
In the RW model and OM model, the pause time was set to 0 s: In each movement epoch, the
speed was uniformly chosen between the minimum speed and the maximum speed. The minimum
speed and maximum speed are set to diﬀerent values in order to measure the impact of the speed
on IDS performances. In the RD model, the movement granularity was set to 1 m:
In the OM model, the obstacles are utilized to calculate pathways and obstruct transmissions
[5]. In our simulation, the obstacles are in the locations illustrated in Figure 6. The Voronoi
paths are then generated based on this model.
7.2. Performance metrics
We use the following metrics throughout the simulation.
*

False positive ratio: It is deﬁned as the percentage of decisions in which normal data are
ﬂagged as anomalous.
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Figure 6. Simulated terrain under the OM model.

*

*

Detection ratio: It is reported for traces of intrusive behaviour and is computed from
dividing the total number of correct detections by the total number of victims in the
anomalous data.
Mean time to the ﬁrst alarm (MTFA): It is deﬁned over anomalous traces and measures
how fast the classiﬁer detects the attack. Given an anomalous trace x; if we suppose that
the attack start location is La and our IDS generates its ﬁrst alarm after scanning the Ld th
symbol, then the MTFA corresponding to x normalized by the length (denoted as L) of the
locality frame is given by MTFAðxÞ ¼ ðLd  La Þ=L:

For each scenario, ten runs with diﬀerent random seeds were conducted and the results were
averaged. When the conﬁdence intervals were calculated, the conﬁdence levels were set to 95%.
7.3. IDS behaviour using speed as a metric
In order to investigate the impact of diﬀerent mobility models on the performance of local
MANET IDSs, we use the same parameters (the same number of discretized output of Vector
Quantization algorithm, ‘rare symbol’ conversion threshold, window size, length of short-term
subject activity, penalized value, etc.) to tune alert threshold of IDSs under diﬀerent mobility
models [2]. Given a mobility model, the same amount of training data, test data, and abnormal
data at diﬀerent mobility levels are collected using the same procedure in order to build the
classiﬁer. A diﬀerent set of data is collected to evaluate the performance of the classiﬁer.
7.3.1. False positive ratio. We use relatively larger speed (small mobility interval time) in the
RD model because we observe that when the speed is small in the RD model, the link changes
are very small, the routing tables are quite stable, and thus the false positive ratio is almost zero.
In Figure 7, we can see that for the RW model and the RD model, with the increase of speed,
the false positive ratio increases. This change is dramatic for the RW model. With the increase of
moving speed, no matter what mobility models we use, the node routing tables have more
changes. Therefore, the trace demonstrates lower regularity, which results in the higher false
positive ratio.
We can see that although the moving speed of the RD model is larger than that of the RW
model and the OM model, its false positive ratio is much smaller. This is because given the same
moving speed, the RD model does not generate as many link breakages as the RW model does
[20], and also because routing table changes are impacted directly by link changes instead of
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Figure 7. False positive ratio when using nodes’ moving speed as a parameter.

nodes’ moving speed. If a group of nodes move in the same direction, it is possible that although
they move at a very high speed, their routing tables experience small changes. This demonstrates
that speed is not a good metric in measuring false positive ratio when we consider diﬀerent
mobility models.
We can also see in Figure 7 that the false positive ratio of the OM model increases with the
increase of speed at a relatively lower speed. However, when the speed is increased further, we
do not observe this phenomenon. This is because the moving paths in the OM model are ﬁxed.
The ﬁxed paths can greatly reduce the randomness although the speed is high. Therefore, it is
easier to characterize normal routing behaviour more accurately. This will contribute to the
lower false positive ratio compared to the RW model at a high speed.
From Figure 7, we can also see that there are some abrupt changes for the false positive ratio
of IDS over the OM model. This illustrates the impact of the OM model on the IDS
performance. In the OM model, mobile nodes move along the constructed pre-deﬁned paths, as
illustrated by the solid lines in Figure 6. Based on the design of the OM model [5], the radio
transmission is completely blocked by the obstacle. Therefore, it is possible that all of the
routing entries in a mobile node can become invalid all of a sudden, which will lead to a
dramatic change on the routing activities. This will incur irregularities on both the training data
and the test data. The incurred irregularity to the normal data will make it more diﬃcult to
construct the routing normal proﬁle, while the incurred irregularity to the test data will lead to
some unexpectedness of the false positive ratio.
When the nodes’ moving speed is relatively low, the false positive ratio of the RD model is
zero in our simulation. This seemingly impossible result does not mean any errors in the
simulation. Instead, it indicates that links are quite stable in the RD model and with our
simulation settings we did not observe any false positive ratio. Nevertheless, as we introduced
before, the RD model is unlikely to happen in realistic applications. The purpose of introducing
the RD model is purely for comparison. Similar usage of the RD model has also been
introduced by other researchers in the context of MANETs before [25].
7.3.2. Detection ratio. From Figure 8, we can see that in all three mobility models, detection
ratio decreases with the increase of the speed. When mobility is low, routing table changes are
less dramatic and have less unexpected changes. Therefore, abnormal behaviours tend to have a
larger distance from normal proﬁles, and it is easier for the classiﬁer to identify the abnormal
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Figure 8. Detection ratio when using nodes’ moving speed as a parameter.

behaviour. Also, the phenomenon of ‘partial victims’ is more obvious at high mobility. ‘Partial
victims’ will contribute to the decrease of the detection ratio.
We observe that the overall detection ratio of the RD model is higher than that of the RW
model and the OM model, even if the nodes’ moving speed is much higher in the RD model. The
reason is similar: network topology is much more stable in the RD model than in other models
at the same moving speed. This demonstrates that speed is not an accurate metric in measuring
detection ratio.
We can see that the detection ratio of the OM model drops more quickly than that of the RW
model. This demonstrates the impact of obstacles and the transmission behaviour in the OM
model. The existence of obstacles may block fake routing packets, and thus a targeted victim
may only receive very few fake routing packets. Based on this, the detection engine is not able to
eﬀectively detect the attack. This type of ‘partial’ victims leads to the decrease of the detection
ratio in the OM model. Nevertheless, low detection ratio does not necessarily mean the
ineﬃciency of the detection engine. In this special case, the attacker cannot cause serious
damage, because the few fake routing entries are erased from the victim’s routing cache by the
timeout.
7.3.3. MTFA. As illustrated in Figure 9, for the RW model and the OM model, its MTFA
increases with the increase of nodes’ moving speed. This is because larger moving speed leads to
a larger alert threshold, and therefore leads to larger MTFA. We can also see that although the
nodes’ moving speed is larger in the RD model, its MTFA is smaller than those of the RW
model and the OM model. This again demonstrates that speed is not a good metric in measuring
the performance of IDS.
7.4. IDS behaviour using link change rate as a metric
For a given mobility model and a given mobility level represented by fminimum speed;
maximum speedg pair, we compute the average link change rate. Using the computed link
change rate, we measure the MANET IDS performance over diﬀerent mobility models to see if
its performance is mainly determined by link change rate. The IDS performance over diﬀerent
mobility models is illustrated in Figures 10–12.
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Figure 9. MTFA when using nodes’ moving speed as a parameter.
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Figure 10. False positive ratio when using link change rate as a parameter.
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Figure 11. Detection ratio when using link change rate as a parameter.
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Figure 12. MTFA when using link change rate as a parameter.

7.4.1. False positive ratio. As shown in Figure 10, with the increase of the link change rate, the
false positive ratio increases. Compared to Figure 7, Figure 10 demonstrates that if parameter
settings of IDS are based on the link change rate, the performance of IDS will be less dependent
on mobility models. Compared with nodes’ moving speed, link change rates can be used more
accurately to measure routing table changes. A larger link change rate implies a more dynamic
environment, which makes it more diﬃcult to diﬀerentiate normal and abnormal behaviours.
Compared to the RW model and the RD model, the use of obstacles and pathways in the OM
model has impacts on the performance of IDS. In the OM model, nodes move along paths that
are deﬁned by the edges of the Voronoi diagram between the set of objects. This greatly reduces
the randomness of path selection in the OM model, which makes it relatively easy for the
detection engine to characterize the normal routing behaviour accurately. Therefore, the false
positive ratio in the OM model does not increase dramatically with the increase of the link
change rate, compared to the other two mobility models.
7.4.2. Detection ratio. The overall trend for the detection ratio is that with the increase of the
link change rate, the detection ratio for all three models drops. From Figure 11, we can see that
for the same link change rate, the diﬀerences of detection ratio among diﬀerent models do not
have big gap. In contrast, for the same moving speed, the results of detection ratio for diﬀerent
mobility models are basically incomparable as shown in Figure 8.
We observe that the detection ratio in the OM model decreases quickly with the increase of
the link change rate. Because of obstacles, it is very likely that victims will not receive the
randomly constructed fake RREP packets. Therefore, many victims only experience a very short
intrusion time. It is very hard for this type of ‘partial’ victims to detect intrusions, resulting in
low detection ratio. As stated before, the low detection ratio does not necessarily mean
ineﬃciency of detection engines in this special case.
7.4.3. MTFA. From Figure 12, we can see that the MTFA increases with the increase of the
link change rate. In terms of MTFA, the three models exhibit trivial diﬀerences. In comparison
with the results in Figure 9, link change rates are more accurate than mobile speed in capturing
the dynamics of networks.
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7.5. Simulation study of adaptive and non-adaptive IDSs
We mix the training data of the RW model and the RD model at diﬀerent mobility levels
together to construct an adaptive IDS. We use this adaptive IDS to measure traces of the RW
model and RD model. Because the OM model demonstrates diﬀerent behaviour, we treat it
separately. The results of adaptive IDSs for the RW model and the RD model are illustrated in
Figures 13–15. The results of adaptive IDSs for the OM model are illustrated in Figures 16–18.

7.5.1. Adaptive IDSs under the RW model and the RD model. The performance of the RW
model is very similar to that of the RD model when the link change rate is used as the metric.
Therefore, we only display the performance of the RW model.
From Figure 13, we can see that at the same link change rate, the false positive ratio of
adaptive IDS is lower than that of IDS not using adaptive mechanism. This phenomenon is
especially true at large link change rate. Adaptive mechanisms take into consideration mobilitycaused dynamics and can change normal proﬁles correspondingly, enabling the IDS to suit the
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Figure 13. False positive ratio.
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Figure 14. Detection ratio.
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environment better. False positives, which are the main concern when deploying IDSs in reality,
can be reduced correspondingly.
We can see that detection ratios with and without adaptive mechanisms do not show much
diﬀerence, as illustrated in Figure 14. Although in theory, if the IDS can model the normal
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Figure 15. MTFA.
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Figure 16. False positive ratio.
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Figure 17. Detection ratio.
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behaviour accurately by using adaptive mechanisms, it should be able to detect more intrusions.
Unfortunately, we ﬁnd this is not really true for our detection engine. When attacks happen in
the network, abnormal routing table changes do not expect to follow any normal proﬁles. The
adaptive mechanism does not enable the abnormal changes caused by the attack to be found in
any normal proﬁles. This is the main reason that adaptive mechanisms are not helpful in
improving detection ratio for our detection engine. Because of the similar reason, MTFA with
and without adaptive mechanisms does not show much diﬀerence, as illustrated in Figure 15.
To summarize, the main beneﬁt of the adaptive mechanisms to our detection engine is to
lower the false positive ratio, while keeping roughly the same performance in terms of detection
ratio and MTFA.
7.5.2. Adaptive IDS under the obstacle mobility model. As shown in Figures 16–18, the OM
model behaves diﬀerently at high link change rates. From the following performance results,
however, the same conclusion that adaptive mechanisms can reduce false positive ratio still
holds.
We can see from Figure 16 that for the OM model, the false positive ratio of adaptive
mechanisms is lower than that of non-adaptive mechanism. The reason is similar: adaptive
mechanisms integrate mobility-caused dynamics and can adjust the normal proﬁles
correspondingly, resulting in lower false positive ratio.
We can also see from Figures 17 and 18 that for the OM model, the detection ratio and
MTFA of the adaptive mechanisms and the non-adaptive mechanism do not show much
diﬀerence. The reason is similar as in the previous section. This again illustrates that the main
advantage of the adaptive mechanisms is to decrease the false positive ratio, while keeping
roughly the same detection ratio and MTFA.

8. CONCLUSIONS AND FUTURE WORK
Conclusions and future work are summarized as follows.
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8.1. Conclusions
Constructing eﬀective MANET IDSs is a challenging task. The dynamics incurred by mobility
make it hard to build the normal proﬁles for MANETs. Capturing the impact of mobility on
IDS performances is a critical step in building eﬀective IDSs for MANETs. This paper presents
our initial eﬀort in this direction. Speciﬁcally, we ﬁrst introduce two diﬀerent approaches, the
Markov chain-based approach and the Hotelling’s T 2 test based approach, to construct local
IDSs for MANETs. They utilize the ordering property and frequency distribution, respectively,
to build the normal proﬁles of MANET routing activities. Both approaches are eﬀective when
the mobility is low. Based on the Markov chain-based approach, we then investigate the impact
of mobility models on the performance of MANET IDSs. Utilizing diﬀerent mobility models,
we ﬁrst demonstrate that nodes’ moving speed is not a good metric in measuring the
performance of MANET IDSs. False positive ratio, detection ratio, and MTFA of MANET
IDSs have diﬀerent characteristics under diﬀerent mobility models when speed is used as the
metric. We then propose a uniﬁed measurement metric, link change rate, to capture the impact
of mobility on IDS engines. Simulation results demonstrate that the performance of MANET
IDSs in terms of the false positive ratio, detection ratio, and MTFA is less dependent on
mobility models if the link change rate is used as the metric.
Based on the link change rate, we further propose how to integrate adaptive mechanisms to
construct local MANET IDSs. By selecting the properly trained normal proﬁles at diﬀerent
mobility levels, our proposed adaptive MANET IDSs are more suitable for the MANET
dynamics. Using the routing disruption attack as the threat model, we demonstrate that our
proposed adaptive mechanisms can further decrease the false positive ratio, while keeping
roughly the same detection ratio and MTFA.

8.2. Future work
First, the performance of MANET IDSs at high mobility levels is still not as good as expected.
For example, under the RW and OM mobility models, MANET IDSs at high mobility levels
still suﬀer from a high false positive ratio. It is a challenging task to reduce the false positive
ratio because the mobility-induced errors at high mobility levels make it hard to distinguish
between normal activities and malicious activities. More eﬀective features and alert aggregation/
correlation mechanisms may provide solutions to this problem. Second, because of the various
existing mobility models, it is very challenging to construct mobility-independent MANET
IDSs. More interesting mobility models can be simulated and experimented in the future to
watch their impacts on the performance of MANET IDSs. In this way, we can extract better
mobility-independent features. Third, how to test IDS performance comprehensively is still our
ongoing research work. Currently, there still lack a comprehensive and scientiﬁcally rigorous
methodology to test the eﬀectiveness of existing IDS systems [26]. This situation is worse in the
context of MANETs, which is still a relatively new communication paradigm compared to
traditional wired networks. In this paper, we only adopt the most commonly used metrics and
measure the performance of our schemes based on simulation. Future work needs to
systematically test the performance of MANET IDSs based on real experiment. Fourth, in the
OM model, we clearly see the impact of the obstacles on the IDS performance. In this paper, we
only use one particular obstacle setting. More work is needed to measure the various
deployments of obstacles and their impacts on IDS performance.
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