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ABSTRACT
Lack of non-repudiation is a major barrier of
building a trustworthy smart grid. In current
power systems, bills are generated based on the
amount of service consumed by residential or
commercial users. However, meter readings may
not be trustworthy due to malicious behavior
(e.g., energy theft) or external attacks. The root
cause is that power providers have no means to
obtain the reading value other than receiving it
from the users. To resolve this issue, we present
a mutual inspection strategy, which enables nonrepudiation on meter readings for smart grid.
The goal of our scheme is to discover problematic meters that report inaccurate reading values.

INTRODUCTION
Smart grid [1–3] has become one of the research
hotspots in recent years. A smart grid not only
delivers electricity from the power provider to
subscribers, but it also enables two-way digital
communications to gather, distribute, and act on
information about the behavior of all participants. The goal of replacing traditional power
grids with smart grid is to save energy, reduce
cost, and increase reliability and transparency.
The traditional power grid does not possess
the property of non-repudiation. Back in the
20th century, power providers employed meter
readers to do door-to-door meter readings.
There are many drawbacks of artificial meter
reading, such as high time cost and labor cost,
low accuracy, and error-prone reading. Additionally, there is no evidence pointing to a cheater
who falsifies or manipulates the reading data.
For instance, if a meter is tampered with and the
reading value is less than the actual amount, the
power company is unable to detect the theft
behavior. Advanced metering infrastructure
(AMI) is being developed to tackle some of
these issues. The goal of AMI is to provide automatic measurement and transmission of meter
readings. However, AMI cannot ensure nonrepudiation of meter readings as well. The root
problem lies in the method of collecting the
reading values of smart meters. In order to
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acquire the service amount of each subscriber,
the power provider must rely on the digital communication network for data transmission. Since
the reading value is generated on the subscriber
end, an attacker or energy thief still has multiple
means to tamper with it. The most common
methods [4] of energy theft include metering
tampering, meter switching, wire partial bypass
of the meter inside the meter enclosure, complete bypass of the meter from the low-voltage
grid, and direct connection to the primary voltage grid with a pirate distribution transformer.
The original reading may be altered before it is
sent to the provider. Since the smart meter may
be the only source for the power provider to
acquire the service amount, whether the meter
reading is accurate or falsified, the power
provider has no means to prove the correctness
of the meter’s reading report.
A straightforward solution is to physically
secure the smart meter. Other people who
attempt to break the box may trigger an alarm
or leave an undeniable trace on the box. However, this does not solve the root problem: the service amount can only be obtained via the meter
on the subscriber end, and the power provider
cannot obtain this information directly through
the power grid.
In this article, we address non-repudiation in
terms of accountability, which assigns responsibility to each smart meter, whether it is accurate or
not. We adopt a mutual inspection strategy to
ensure non-repudiation. Following this strategy,
we install two smart meters with one electric wire
connecting the subscriber and the provider. This
means that for each individual wire, there is one
smart meter on each end; one represents the subscriber’s reading, and the other represents the
provider’s reading. In a normal situation, although
these two meters measure the same wire, their
readings are not the same due to:
• Power loss during power transfer
• Measuring errors caused by communication
delays and synchronization issues
• Dynamic factors caused by the environment
(e.g., temperature)
Additionally, the remarkable difference between
readings can be caused by a meter that is com-
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promised or out of order. In our strategy, the
readings are exchanged between the power
provider and the subscriber in order to resolve a
dispute (if there is any). If the dispute lies in a
range that is acceptable for both ends, the service continues to be delivered; however, if the
dispute exceeds a certain threshold, the service
will be terminated and further investigation will
begin. In the mutual inspection strategy, two distrusted parties can inspect each other to realize
non-repudiation in smart grid.
Mutual inspection requires that the quantity
of smart meters is doubled, and this increase
seems to incur high expense. However, the estimated annual loss due to energy theft is $6 billion dollars in the United States [4]. There were
around 22 million smart meters deployed in the
United States by the end of 2011. To fully adopt
mutual inspection, the number of smart meters
will be doubled. The market price of a smart
meter is around $100. Therefore, the hardware
cost will be less than $3 billion. In addition, the
cost of deployment and maintenance should be
considered. If the strategy saves the $6 billion
loss or at least the majority, the saved money in
one year may entirely cover the investment. The
return on investment is considerable because the
country can save up to $6 billion per year in the
future.
This article is based on our preliminary work
presented at a conference [12], and we have
made substantial new contributions. The contributions of this article are listed below. We formalize the non-repudiation problem in smart
grid. Based on our knowledge, this is the first
time the non-repudiation problem in smart grid
has been addressed. We adopt mutual inspection and design a protocol to realize non-repudiation in smart grid so that any misbehavior
and malicious operation that compromises
power readings will eventually be detected.
Mutual inspection can stop all theft behavior
relying on meter compromising and wire
bypassing. We consider three kinds of structure:
centralized structure, point-to-point (P2P)
structure, and hybrid structure, and discuss how
mutual inspection is applied to the three environments. We conduct both numeric analysis
and simulation to evaluate the proposed
scheme.
The rest of this article is structured as follows. Related works are reviewed in the next
section. Then some background knowledge of
the smart grid, smart grid architecture, and the
billing mechanism are introduced. Furthermore,
the problem statement and mutual inspection
protocol are presented. Finally, the evaluation
and conclusions are included.

RELATED WORK
Security has been a significant concern for smart
grid [5–7, 11–13]. Smart grids have leveraged
many hardware and software technologies, such
as smart meters, sensors, and advanced communication networks. Although these techniques
bring many exciting features to smart grid, they
also introduce new vulnerabilities that may be
exploited by adversaries. We briefly introduce
the smart grid security issues in four aspects.
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TRUST
Smart metering and
A smart grid is a heterogeneous environment
containing various devices, such as smart meters,
appliances, collectors, and backend servers. A
trust relation is expected before real data can be
exchanged and processed. The issue discussed in
this article falls into this category.

PRIVACY
Smart metering and load management is incorporated into smart grid. However, since the subscriber’s power consumption pattern is revealed
to the provider, the customer’s privacy, especially lifestyle, may be disclosed. For instance, it is
easy to tell whether the customer is at home or
not. With careful analysis, it is even possible to
figure out which appliance is in use. This kind of
information may be used by criminals.

load management is
incorporated into
smart grid. However,
since the subscriber’s
power consumption
pattern is revealed to
the provider, the
customer’s privacy,
especially the living
style, may be disclosed. For instance,
it is easy to tell

DEVICE SECURITY

whether the cus-

Devices in smart grid should be protected physically and cryptographically. A recent study
showed how a smart meter was compromised in
a security incident, which incurs the loss of
cipher keys and memory data.

tomer is at home
or not.

SECURITY MANAGEMENT
The scale of smart grid keeps increasing; thus,
more and more devices will join in. Handling the
security management issues such as key generation, update, and revoke is a challenge.
In this article, our focus is on non-repudiation, which is the foundation of a trustworthy
smart grid. Without non-repudiation, energy
theft is hard to control at root. McLaughlin et al.
[6] demonstrate that not only is energy theft possible in the AMI system, but the AMI commodity devices can also be taken advantage of by
adversaries in order to perform a number of
attacks. There are three classes of attacks
depending on when and where meter reading is
manipulated. They include:
• While it is recorded
• While it is at rest in the meter
• As it is in flight across the network
Today’s energy theft detection models generally
fall into two categories [7]: peer comparison and
characteristic analysis. Peer comparison models
group residential and commercial customers
with similar homes and businesses in similar
geographical and environmental settings. If a
customer’s actual usage deviates from the
expected usage, it may indicate incorrectness of
energy metering. Characteristic analysis, on the
other hand, attempts to model the consumption
pattern for an account; thus, any anomalies not
following the pattern may be indicative of energy theft. In this area, machine learning techniques (e.g., support vector machines [SVMs]
[8]) can be leveraged for building fundamental
patterns and detecting anomalies. However,
these analytical methods cannot be used as evidence of energy theft, because a deviation from
expected normal usage can be caused by multiple reasons other than energy theft. For example, one needs to consider the trend of energy
usage in the entire area or other legitimate
changes. In this article, our method differs from
the early analytical methods in that we aim to
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Figure 1. Overview of smart grid in a neighborhood area network.

hood smart grid:
centralized, P2P,
and hybrid.

isolate the compromised meter(s) with undeniable evidence, which can be used as proof of
misbehavior.
Accountability has been a longstanding concern for trustworthy computer systems [9], and
it has recently been elevated to a first class
design principle for dependable networked systems [10]. In general, accountability implies an
entity’s capacity to identify a party that is
responsible for specific events with undeniable
evidence. Regarding smart grid, accountability
has not been thoroughly studied. Liu et al. [11]
have addressed accountability as a solution to
build trustworthy smart grid in a home area,
where:
• The smart meter and the smart appliance
group are able to verify the correctness of
each other.
• A power company can prove the correctness
of the smart meter.
In this article, we focus on smart grid in
neighborhood areas where the power company
and independent users do not trust each other.
We adopt mutual inspection to realize non-repudiation in smart grid so that any misbehavior or
malicious operation that compromises power
readings will eventually be detected; this also
helps prevent massive financial loss.

SMART GRID IN NAN
As shown in Fig. 1, there are two basic parties in
a neighborhood smart grid: the power company
and independent users. An independent user
may own a power generator; therefore, it can
play the roles of both a power provider and a
power subscriber. All entities are connected by
generating two types of flows: electricity flow
and information flow.

PRICING
Theoretically, price is changing in real time in
smart grid (as shown in Fig. 1). The price is
mainly determined by the variation of power
supply and demand in a certain area. In real
world scenarios, however, the price will usually
be discredited. For example, the power company
may divide a day into several time segments,
each of which corresponds to a certain price. In
the future, the length of a time segment may be
significantly reduced to adopt a fine-grained
pricing scheme.
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SMART GRID STRUCTURE AND BILLING
The Cisco brief [13] mentioned a few security challenges in smart grid, and one of them is “integration of distributed energy suppliers such as
independent power producers, of renewable energy generation, and of distributed energy resources.”
This means that independent power producers play
a more important role in smart grid. Moreover, the
billing mechanism in the future will change accordingly. Based on how utility companies and independent users choose to participate in the smart
grid system, there are three structure options to
build a neighborhood smart grid.
Centralized Structure — In the centralized
structure, the utility company is the major power
provider, and it also determines the market price
M(t). Every subscriber follows this price. Let Ei(t)
denote the amount of power consumed by user i,
and let Si(t) be the power generated and sold by
user i. The billing function B i (t 0 , Dt) gives the
total bill of subscriber i during the time interval
[t0, t0, t + Dt]. In the centralized structure,
Bi (t 0 , Δt ) = ∫

t 0 +Δt

t0

M (t ) ⋅ ( Ei (t ) − Si (t ))dt .

Since M(t), Ei(t), and Si(t) are functions of t, the
bill can be calculated in terms of the integral on
M(t) . (Ei(t) – Si(t)).
P2P Structure — In the pure P2P structured
smart grid, every independent user acts as both a
power provider and a subscriber, and the users
can determine their own prices. Let mi(t) denote
the price function given by user i, and let Ei,j(t)
denote the service amount user i bought from
provider j. If there are n other users from which
user i bought power during time window [t0, t0 +
Dt], the billing function is given as
Bi (t 0 , Δt ) =

⎞
⎜ ∑ m j (t ) ⋅ Ei, j (t ) − mi (t ) ⋅ Si (t )⎟ dt .
⎟⎠
⎜⎝ j =1

t 0 + Δt ⎛ n

∫t

0

Therefore, the amount that user i pays to its
provider j is given as
Bi, j (t 0 , Δt ) =

t 0 + Δt

∫t

0

( m j (t ) ⋅ Ei, j (t ) − mi (t ) ⋅ Si, j (t ))dt.
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Hybrid Structure — In the hybrid structure,
the power company is still the major provider
and determines the market price; however, independent users can set their own price as well.
Therefore, it is straightforward to give the billing
function as
Bi (t 0 , Δt ) =

n m (t ) ⋅ E (t )⎞
j
i, j
⎟ dt
⎜ M (t ) ⋅ Ei (t ) + ∑
⎜⎝
−
m
(
t
)
⋅
S
i
i (t ) ⎟⎠
j =1

t 0 + Δt ⎛

∫t

0

In this situation, the total bill of user i should be
the sum of the amount paid to the power company (the first term in parentheses) and the amount
paid to other independent users (the second
term), minus the money that user i makes from
other users. If we treat the power company as
another independent user, the hybrid structure
becomes a special form of the P2P structure.

PROBLEM STATEMENT
TERMS AND DEFINITIONS
Based on the mutual inspection strategy, for a
subscriber S there are two meters, M S and M P,
to record its service amount at both ends of the
wire connecting the subscriber S and the
provider P.
Definition 1: The power demand function P(t)
gives the power service amount of a subscriber
at time t. Obviously, P(t) depends on the condition of all power appliances. A concrete model
of P(t) will be given in the next section.
Definition 2: The power loss function l(P)
defines the power line loss during transmission
given that the power demand is P. According to
electricity knowledge, we have l(P(t)) = (P(t)2 .
R)/V2, where R is the wire resistance and V is the
transmission voltage. R is dependent on the
cable material, cable length, and environment
factors like temperature. In this article, we rule
out the variability of resistance and consider R
as a constant. Therefore, l is a function of power
demand P of a subscriber.
Definition 3: The bill difference (i.e., dispute)
function b(t0, Dt) gives the bill difference (starting from t0) between two end smart meters connected by the same power line during a time
window Dt. Let M(t) denote the price function,
which can be either the market price or the
independent power seller’s price. Therefore, b(t0,
Dt) can be given as
t 0 + Δt
M (t ) ⋅ P (t )2 dt
2 t0
V

R

∫

+ α (t 0 , Δt ).

The first term is the bill due to power loss; this
is considered the main part of bill differences.
However, there are other factors affecting the
bill difference, including measuring error, communication delay, and synchronization issue.
Therefore, before we can have further information to express these factors, we use a(t0, Dt) to
represent all of them.

PROBLEM FORMULATION
In order to resolve the dispute, M s and M p
exchange billing data constantly; however, there
should be a proper time window that determines
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how frequently they exchange. If the time window is too large (e.g., once per month/day/hour),
the power provider undertakes a higher risk
because there may be large disputes accumulated before the provider can recognize them. On
the contrary, if the time window is very small,
the power provider can be notified before it suffers more losses. Unfortunately, there is a high
communication overhead that will undermine
the system performance. Therefore, we need to
determine an optimal time window in order to
maximize the time window without bringing an
unbearable overhead. The Time Window Maximization (TWM) problem is formulized as follows:
Time Window Maximization (TWM) problem:
Given t0, maximize Dt s.t. b(t0, Dt) £ b0; H(Dt) ≥
H 0, in which b 0 is a predefined dispute threshold. H(Dt) is the throughput function that is constrained by a threshold H0.

There is a high communication overhead
that will undermine
the system performance. Therefore,
we need to determine an optimal
time window in
order to maximize
the time window
without bringing an
unbearable
overhead.

SOLUTION SKETCH
The TWM problem aims at maximizing Dt with
two constraints. An intuitive solution to this
problem is that the maximal Dt can be determined by the intersection of the solution sets for
the two constraints. Suppose that constraints
b(t0, Dt) £ b0 and H(Dt) £ H0 have solution sets
W1 and W2. If W1 « W2 = W* = ∆, no optimal
D t can be found. This means that b 0 , or H 0
should be adjusted in order to generate a satisfactory Dt. If W1 « W2 = W* ≠ ∆, an optimal Dt
can be obtained. According to the opposite
influences of Dt on bill difference and throughput, we can determine that an optimal Dt can
always be found if W1 « W2 ≠ ∆.

DESIGN OF ACCOUNTABLE
NEIGHBORHOOD SMART GRID
PROTOCOL OVERVIEW
We designed a protocol to ensure that if the
actual bill difference between two smart meters
MP and MS exceeds threshold b0, the trust relationship will break, and the service will be terminated immediately.
There are only two roles in this protocol.
They are smart meter M P (representing the
provider reading) and smart meter M S (representing the subscriber reading). The power
provider and the subscriber do not trust each
other because the smart meters may be compromised or attacked.

PROTOCOL DETAIL
We assume that one subscriber can only have
one power provider during a certain amount of
time aside from the electricity produced by
home power generators. We also assume that
the AMI system has already employed publickey infrastructure (PKI) to establish the authentication framework. Under this assumption,
there is a certificate authority (CA) acting as a
trusted third party.
When a new independent user k joins the
smart grid, it follows the protocol until the electricity is cut off or the service is shut down due
to the detection of anomaly. The protocol can be
described as follows:
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Current AMI requires
smart meters report
reading value at regular intervals; our
scheme keeps it but
the message quantity
doubled since we
adopt a requestresponse process.
Every time a new
meter joins, message
overhead increases,
but the overall complexity is linear.
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•User k joins the neighborhood smart grid
system by registering itself at the CA and then
starts to produce electricity with a power generator. User k needs to request a certificate from
the CA for authentication purposes.
•If the self-produced electricity cannot meet
the power demand, user k becomes a power subscriber that will find a power provider in the
neighborhood and will then negotiate a bill difference threshold b0 with its power provider (i.e.,
power company in centralized architecture,
other independent users who have extra electricity to sell in P2P/hybrid architecture). Once the
provider is determined, an authentication process will be initiated by the subscriber via a
handshake protocol. The outcome of the authentication process is that:
–The two parties are authenticated to each
other.
–A secret key is securely distributed
between the subscriber and the provider for
the future use of encryption/hashing.
For example, SSL protocol establishes a
secure channel between two parties to ensure
multiple security properties.
•If the self-produced electricity is more than
the power demand, user k becomes a power
provider because it has extra power to sell. The
action to be taken depends on the type of architecture:
–In centralized architecture, user k follows
the price made by the utility company. It
only needs to send extra electricity back to
the power grid. This can mean that the
power company will buy the electricity from
some home users and then sell to other
ones.
–In P2P/hybrid architecture, user k broadcasts its own price to the entire neighborhood smart grid. If there is a request to
subscribe, user k will start delivering power
service after authentication by the subscriber.
•Both the power provider and the subscriber
will maintain a service record in which each
entry is a four-tuple ei = <type, tsi, Rk(tsi), partner>. Type indicates the role of the record
owner (i.e., provider/subscriber); tsi is the timestamp of entry i; Rk(tsi)is the incoming/outgoing
reading measured by the meter k at tsi; partner
indicates the other side of the service. Based on
the record, the provider and the subscriber are
able to compute the bill during a time window.
Depending on the structure of the neighborhood
smart grid, the billing function differs. Given two
entries e i and e j , in order to calculate the bill,
there is one condition: the two fields “type” and
“partner” do not change in ei, ej and the entries
between e i and e j . This condition ensures that
service is continuously delivered during ts i and
tsj. We let b(ei, ej) denote the bill.
•After the bill is computed, a billing message
will be constructed as follows: M bill = b(e i ,
ej)ÔeiÔejÔ nonceÔMACbill. b(ei, ej) represents the
bill; ei and ej are used to recompute the bill for
verification purposes; a nonce value is adopted
to prevent replay attack. A message authentication code (i.e., MACbill) that covers the previous
three fields is attached so that the receiver can
check the integrity of the bill message. Then

Mbill will be encrypted and transmitted through a
secure channel. We let the bill exchange process
follow a request-response pattern. When it is
time to exchange a bill message, the provider
sends a request message that contains its own
bill. Upon receiving it, the subscriber first computes its bill based on e i and e j in the request
message, and then sends a respond bill message
back to the provider.
•We studied two approaches to exchange the
billing information. First, two meters can follow a
constant time window so that bill messages are
exchanged periodically. Second, the time window is
optimized in terms of system overhead (i.e., the
throughput in this case). We have formalized the
TWM problem. To adopt the optimized time window strategy, a meter needs to compute the time
window length every time it receives a bill message.
•After the bill message is received, user k is
able to calculate the actual bill difference; this is
the result of the subscriber’s bill after subtracting the provider’s bill. Possible cases are discussed below:
–If the actual bill difference is larger than 0
and less than the threshold b 0, the difference is minor and acceptable.
–If the difference exceeds b0, there are four
possibilities: first, the subscriber manipulates the bill data and attempts to pay less
than the amount it should; second, the
provider manipulates the bill data and
attempts to charge more; third, both the
provider and the subscriber misbehave;
fourth, both the provider and the subscriber
have no problem, and the cause is from
outside (e.g., environment factors). The last
case is the source of a false alarm, which is
evaluated in later sections. No matter what
the reason may be, the service is terminated, and further investigations are initiated.
–However, if the actual difference is less
than 0, there must be some problems with
the meters because the provider is unable
to provide less energy than the amount the
subscriber has consumed. A report is filed
based on the incident.
The mutual inspection scheme is scalable and
easy to implement. The scheme can easily be tailored to fit the three kinds of structures discussed earlier because by nature the power
service, no matter which structure it adopts,
involves two parties (i.e., the provider and the
subscriber), while mutual inspection targets to
provide accountability between the two parties.
In addition, the implementation is feasible. The
smart meter software needs to update to accommodate the protocol, and the update can be
done remotely through the Internet. The scheme
is also scalable in terms of message overhead.
Current AMI requires smart meters to report
reading values at regular intervals; our scheme
keeps this, but the message quantity is doubled
since we adopt a request-response process. Every
time a new meter joins, message overhead
increases, but the overall complexity is linear.

SECURITY ANALYSIS
Confidentiality — Confidentiality can be provided by both symmetric and asymmetric encryption. During authentication, data is encrypted by
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the public key of the other end. Once authentication is accomplished, a session key is negotiated to establish a secure channel through which
every message is encrypted.
Integrity — Integrity is ensured by the MAC
attached to each bill message. In addition, the
original entries are included in the message in
case the other side needs the bill to be recomputed. In the real world, MAC may use various
hash functions (e.g., SHA-1) as its implementation.
Accountability — Accountability can be
ensured when:
• Misbehavior can be detected.
• Any misbehavior can be traced back to a
responsible entity.
In our context, it means that when excessive bill
difference is detected, which party (provider or
subscriber) misbehaved should be able to be
determined. Currently, the mutual inspection
strategy can only achieve the first goal, leaving
the second goal to further manual investigation.
Spoofing Attack — A user’s identity is bound
with its public key certificate, which is signed
and issued by a CA. If the CA is trustworthy,
certificates cannot be forged. Therefore, it is
unlikely to impersonate other users without
breaking the CA.
Replay Attack — Replay attack can be prevented by adopting a unique nonce value, which is by
nature a pseudo random number. Each nonce is
only for one-time use, making replay attack ineffective.
Man-in-the-Middle Attack — A man-in-themiddle (MITM) attack can be performed when
the attacker can take over the communication
without being detected by the two ends. In our
protocol, an MITM attacker has no means to
break into the communication in the process of
both handshake (authentication) and bill
exchange. Since data is encrypted by public key
(during handshake) or session key (during bill
exchange), an attacker can only capture the
cipher text rather than become a middle man by
manipulating the message.

EVALUATION
In this section, we attempt to make the problem
more concrete with stronger assumptions in
order to evaluate the method.

POWER DEMAND FUNCTION
To define the power demand function, we
assume that each smart appliance has two
modes, on and off. Once an appliance is on, the
capacity is fixed. Power demand function P(t)
gives the service amount of a subscriber at time
t. Obviously, P(t) depends on the modes of all
power appliances. P(t) can be calculated as
P (t ) =

K

∑ dk (t ) ⋅ pk ,

k =1
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where dk(t) = 1 if appliance k is on and 0 otherwise, and pk stands for the capacity of appliance
k. There are K appliances in total. Based on the
assumption, we know that P(t) is a piecewise
function of time t.

no means to break

BILL DIFFERENCE FUNCTION

into the communica-

The bill difference function defines how time
window Dt affects the bill difference. The price
function M(t) could be either a continuous function or a piecewise function, which means that
there are two cases.

tion in the process of

Case 1 — M(t) is a continuous function. In this
case, M(t) is a continuous function, and P(t), as
we have assumed, is a piecewise function. The
bill difference function can be transformed to
become
b(t 0 , Δt ) =

t i +1
R ⎛ u ⎛
⎞⎞
P (ti )2 ∫ M (t )dt ⎟ ⎟ + α (t 0 , Δt ),
2 ⎜ ∑ ⎜⎝
⎠⎠
ti
V ⎝ i=0

In our protocol, an
MITM attacker has

both handshake and
bill exchange. Since
data is encrypted by
public key or session
key, an attacker can
only capture the
cipher text rather
than become a middle man by manipulating the message.

in which tu+1 = t0 + Dt. This means there are (u
+ 1) segments of P(t) in total between [t0, Dt +
t 0 ]. Since M(t) is continuous, it is difficult to
solve constraint b(t0, Dt) £ b0. However, we can
adopt Newton’s method to find an approximate
solution.
Case 2 — M(t) is a piecewise function. In this
case, both M(t) and P(t) are piecewise functions.
Then the previous equation can be transformed
to
b(t 0 , Δt ) =

q
R ⎛ ⎛ ( ti +1 − ti ) ⋅ ⎞ ⎞
⎟ ⎟ + α (t 0 , Δt ),
2 ⎜⎜ ∑ ⎜
V ⎝ i = 0 ⎝ M (ti ) ⋅ P (ti )2 ⎠ ⎟⎠

in which tq+1 = t0 + Dt, meaning that there are
(q + 1) segments in total between [t 0, Dt + t 0].
Since both M(t) and P(t) are known piecewise
functions, we can solve constraint b(t0, Dt) £ b0
to find an optimal Dt.

NUMERICAL EVALUATION
In order to get a better understanding of the
performance, in this subsection, we assume that
there is no limitation on the data transmission
rate, but we also assume that the smart grid
employs IEEE 802.11 as the communication
standard. Based on [14], there is a throughput
limit in IEEE 802.11 standards. We only consider ideal one-hop and one-way communication, in
which only two nodes are involved; one is the
sender, the other is the receiver. In our problem,
the actual data traffic depends on the time window Dt. When Dt is large, the data traffic is very
low and vice versa. In the extreme case, when Dt
approaches 0, the data traffic can achieve full
speed.
Based on physics, wire resistance R can be
calculated by R =(r . L)/S, where r stands for
the resistivity, L is the wire length, and S represents the cross sectional area. Given that most
power wires are made of copper, we let r = 3.06
¥ 10 −7 (W m). Wire length varies. As a case
study, we let L = 100 (m), and S =1.6 ¥ 10 −5
(m2). Based on the parameter setting, we have R
= 1.9125 (W). The voltage is 110 V, which is the
standard voltage in North America.
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Figure 2. Numeric results: a) time window and throughput; b) time window
and bill difference; c) time window and bill difference when t0 lies in different
intervals.
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Since we have assumed that P(t) is a piecewise function, a test case function of P(t) is given
as follows: P(t) = 500 (w) when t is in [0, 8); P(t)
= 700 when t is in [8,13); P(t) = 2000 when t is
in [13, 22); P(t) = 1300 when t is in [22, 24). In
this case, we consider M(t) as a piecewise function (the case of M(t) being continuous has similar results), and repeat every 24 hours. We let
M(t) be M(t) = 0.2 ($kwh) when t is in [0, 10);
M(t) = 0.3 when t is in [10, 18); M(t) = 0.4 when
t is in [18, 24).
If we let t 0 = 0, the bill difference function
can be determined. In this specific case, we
describe the following bill difference function as
follows: b(0, Dt) = 7.9¥ Dt when t is in [0,8);
b(0, D t) = 15.484 ¥ D t – 60.672 when t is in
[8,10); b(0, Dt) = 23.226¥ Dt – 138.092 when t is
in [10,13); b(0, Dt) = 189.6 ¥ Dt – 2301 when t is
in [13,18); b(0, Dt) = 252.8 ¥ Dt – 3438.6 when t
is in [18, 22); b(0, Dt) = 106.8 ¥ Dt – 226.73
when t is in [22, 24).
Figure 2a shows that when the time window
Dt increases from 0 to 500 ms, the throughput
keeps decreasing. This is reasonable since the
larger the time window is, the lower the communication frequency is, and this decreases the
throughput. We can also observe that when the
time window is fixed, throughput increases when
the payload data becomes larger.
Figure 2b shows how time window Dt influences the bill difference. In our case, when t0 =
0, the bill difference will become larger with the
increase of D t. Based on this result, we can
determine the maximum Dt with a given bill difference threshold.
Figure 2c shows how different t0 changes the
relation between the time window and bill difference. We can observe that t0 is a key factor for
determining the actual bill difference because
both power price and user demand are constantly changing. Once any of those changes, the calculation for bill difference also changes. This
illustrates that for every time a dispute is
resolved, a new Dt should be computed based on
the current status.
The two strategies being compared are constant
time window (TW) and optimized TW. The former strategy adopts a constant TW between two
dispute resolving processes. The latter, which is
suggested in our scheme, attempts to optimize
the TW to reduce the system overhead. The
mutual inspection approach is applicable to the
smart grid regardless of its architecture model.
Therefore, in the simulation, we only focus on
one smart grid structure (i.e., the P2P architecture) as the evaluation environment.
The goal of this simulation is twofold:
• To show the effectiveness of the mutual
inspection scheme on non-repudiation and
accountability
• To show that the optimized TW reduces
system overhead and improves system performance
We pick four metrics to evaluate the scheme.
The first is P-Accountability [15]. This is a metric to evaluate the degree of accountability. In
this context, we define P-Accountability =
(detected malicious meter #)/(total malicious
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Figure 3. Simulation results.

meter #). The second is average detection time,
which measures how much time is needed to
detect a malicious meter after it becomes malicious. We believe that it is important to know
how promptly the system responds to misbehavior. The third is the false alarm rate since it
could be regular power loss or other accidental
causes that trigger the alarm. The simulation
attempts to figure out how the dispute threshold
would affect the false alarm. Intuitively, the
higher the threshold is set, the lower the false
alarm rate will be because variance of regular
disputes will be covered. On the other hand, PAccountability will be reduced as well since the
average detection time will be prolonged. The
fourth is system overhead, which is the message
overhead in this context.
The parameters we use are:
• The smart grid scale (i.e., the number of
independent users)
• The ratio of malicious meters
• The dispute threshold
In this simulation, we assume that each independent user has a fully functional smart meter that
is able to measure all input/output electricity
amounts in real time.
Figure 3a describes the way the smart grid
scale affects average detection time. In this
experiment, we set the malicious node ratio to
0.1 and dispute threshold to $1. We have compared the optimized Dt method with the constant
TW method (i.e., the TW is fixed at 5 ms, 25 ms,
and 50 ms, respectively). From this result, we
observe that the smart grid scale does not affect
the average detection time no matther what TW
method we adopt. This is because the mutual
inspection mechanism enables the provider and
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the subscriber to inspect each other. Additionally, it shows that the optimized TW method can
achieve fair performance in terms of average
detection time. Although it is not as good as the
case where the TW is fixed at 5, we can show
that it generates less overhead in later experiments.
Figure 3b shows how a malicious meter ratio
relates to the false alarm rate. A false alarm
means that a user can mistakenly judge another
user as the cause of an anomaly. A false alarm is
possible because the dispute threshold cannot
completely satisfy every case. For example, if the
threshold is too high, real malicious meters may
escape detection; if, however, the threshold is
too low, the bill difference due to regular variance could be detected, and this is where the
false alarm originates. From this figure, we can
observe that the threshold and the malicious
meter ratio are two key factors that affect the
false alarm rate. When the malicious meter ratio
is higher, there are fewer false alarms. Furthermore, we have discussed how the threshold
affects the false alarm rate.
P-Accountability (shown in Fig. 3c) is defined
as the ratio of the number of detected malicious
meters and the number of all malicious meters.
The major parameter that affects P-Accountability is the bill difference threshold. We can
observe that when the threshold increases from
0.1 to 0.7 (in dollar units), P-Accountabilty
decreases. This means that a higher threshold
can allow some malicious meters to escape; this
is similar to the former experiment. In nature, PAccountability and false alarm partially oppose
each other. They evaluate the system performance from two aspects.
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Overhead is another performance issue. In
the experiment, we measured the message overhead as the metric to evaluate the optimized and
constant TW methods. It can be observed that
the optimized TW method performs rather well
when compared to the constant TW method. It
introduces relatively low overhead while still
maintaining low average detection time (Fig. 3d).
This is the trade-off we have attempted to make.

CONCLUSIONS
In this article, we have proposed a mutual
inspection strategy to enable non-repudiation
and accountability in neighborhood smart grid.
Our strategy is scalable and easy to implement.
Evaluation results show that the mutual inspection can achieve decent performance when combined with the optimized time window method.

when compared to
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